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Lawyers may deal with more confidential and privileged information

DO you knOW hOW than any other professionals. It might even be that, as a group,

Valuable IS the lawyers deal in more commercially valuable secrets than most other
professions, which would make law firms and law departments

information Within especially attractive targets for information pirates.
your law office?

Many lawyers give advice about proprietary information and other
secrets and need to understand risk management in connection
with that advice (i.e., how to protect and secure the information from
unauthorized parties). Moreover, as with some other professions,
lawyers have explicit ethical rules, particularly rules relating to
competence and confidentiality, that makes risk management
essential to their profession.

Lawyers are required to practice law in compliance with the

Lawyer,s requirements of professional responsibility as embodied in the
Professional - version of the Model Rules or the Model Code adopted by the

. jurisdictions in which they are licensed. Lawyers who maintain
Ethlcal electronic information in their practice will have to deal with IT Risk

Responsibility & IT ~ Venoement
Risk Management Although IT Risk Management may seem a technical matter, lawyers

have a duty to implement risk and control processes thereby
ensuring that threats and vulnerabilities of the client’s data are
routinely identified and assessed followed by the execution of an
effective risk mitigation plan. Indeed, failure to do so could result
in violation of a lawyer’s responsibilities under the Model Rules of
ProfessionalConduct (“Model Rules”) or the Model Code (“Model
Code”) of Professional Responsibility.

MOdel Rules Rule 1.6 Confidelnti'ality' of Info.rmation . o '
A fundamental principle in the client-lawyer relationship is that, in

Of PrOfeSSional the absence of the client’s informed consent, the lawyer must not

Con dUCt reveal information (deliberately or non-deliberately) relating to the
representation. This contributes to the trust that is the hallmark of

Client_Lawyer the client-lawyer relationship.

Relationship
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Model Rules of Professional Conduct

Acting Competently to Preserve Confidentiality

Rules 1.1, 5.1 and 5.3

A lawyer must act competently to safeguard information relating to
the representation of a client against inadvertent or unauthorized
disclosure. When collecting, processing, using, storing,
transmitting or destroying information in its entire lifecycle relating
to the representation of a client, the lawyer must take reasonable
precautions to prevent the information from coming into the hands
of unintended recipients. In some jurisdictions, the inadvertent
disclosure of confidential information could result in loss of its
protected status.

The duty to protect a client’s confidences clearly implicates the
confidentiality, integrity and availability component of information
security. Law partners must take reasonable steps to ensure that
the electronic information processed, stored and transmitted on
the systems implemented in the law office is adequately protected
from unauthorized disclosure. Failure to do so could run afoul of
the requirement to protect the confidences of a client and result in
jeopardy to the protected status of a lawyer’s work product.

= = " The Arizona Opinion asserts that in order to meet her ethical
Arizona Bar Opinion g

obligations, an attorney or law firm must “take competent and

may expand into reasonable steps to assure that the client’s confidences are not
th t I disclosed to third parties through theft or inadvertence.” It also
otner Sta esS. requires attorneys to take competent and reasonable steps to ensure

that “the client’s electronic information is not lost or destroyed.”

The Opinion states that in order to ensure that this “competent and
reasonable” standard is met, an attorney or law firm must possess
the technical expertise necessary to competently “evaluate the nature
of the potential threat to client electronic files and to evaluate and
deploy appropriate computer hardware and software.”

Recognizing that few practicing attorneys possess the expertise
necessary to effectively implement computer security measures,
the Committee asserts that an attorney who does not possess the
expertise is “ethically required to retain an expert who does have
such competence.
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The Various
Consequences
of a Breach of
Confidential
Information:

Lawyers may wonder whether they have made a reasonable and
competent effort to defend their computer networks when they have
simply mimicked the safeguards employed by another lawyer or firm.
Judge Learned Hand’s seminal opinion in The T. J. Hooper is worth
considering in this regard. In that case, the owner of a tug boat was
sued for negligence when his tug sank in bad weather. The owner

of the tug boat argued that he could not be held liable for failing to
install a radio in his tug to receive reports of bad weather because
owners of other tug boats had also not installed radios. Judge Hand
made clear that a tortious breach of a duty of care owed to another
party could occur when “a whole calling may have unduly lagged in
the adoption of new and available devices . . . there are precautions
so imperative that even their universal disregard will not excuse their
omission.

It is very likely that the ABA and the bar associations of other states
will follow suit.

Discipline:

Violation of a state disciplinary rule can result in disciplinary actions
with grave financial and social consequences, such as temporary
suspension or permanent disbarment from the practice of law, in
addition to fines, restitution of ill-gotten gains, and mandatory pro
bono service. A grievance can theoretically be brought even if a
client has not suffered harm.

Waiver of Attorney-Client Privilege:

Stated simply, the attorney-client privilege is an evidentiary rule
that allows a client to refuse to disclose, and to prevent others from
disclosing confidential communications between the client and an
attorney (and representatives of each).

Malpractice Liability:

Monetary damages can be imposed on lawyers who breach a duty to
their clients that causes harm. In addition, even absent harm, a client
can seek return of fees paid to a lawyer if the lawyer has breached a
duty to the client. These claims can come in the form of tort, breach
of contract, fraud, or breach of fiduciary claims. A malpractice claim
could be based upon inadvertent breach of confidentiality. The key
issue is often whether the attorney met the requisite professional
standards of skill and care. A jury will likely be instructed to impose
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What Must Lawyers
do to Upheld Their
Responsibilities?

What do clients
expect from
Law Firms?

liability for a claim of breach of confidentiality if the lawyer did not
comply with Model Rule 1.6.

Loss of client confidence:

Confidential client information is the lifeblood of a legal practice

and the value that the law office is able to generate for its clients is
directly related to its ability to process data confidentially, accurately,
and efficiently. Moreover, because the client information entrusted
to the lawyer is highly sensitive and valuable, assuring the security
of these data is a core customer trust and relationship issue.
Conversely, breaches or potential compromises of data security —
and any failure forthrightly and comprehensively to respond — can
quickly undermine or destroy that trust. The publicity alone can have
a devastating aftershock. Confidential information that is misused

is seen within any industry as poor business process and loss of
consumer confidence is most likely evident.

Data Breach Notification Laws:

Now consider that while you may have the same devastating
business loss as you suffered above, with a data breach, your law
office may now have additional and expensive responsibilities. If the
data that was lost is considered confidential and consumer related,

it is considered a Security Data Breach which may require your law
office to conform to any number of Data Breach Notification Laws

or risk federal or state penalties. The notification process is very
expensive; current estimates are over $200.00 per account lost, and
penalties and fines are starting to increase to unrecoverable amounts.

Lawyers must ensure that confidential, privileged, or private client
information within the lawyer’s possession or control is reasonably
secure against inadvertent or unauthorized disclosure, alteration, and
destruction. The lawyer must use sufficient competence in managing
the use of technology to ensure reasonable information security and
therefore the protection of confidential client information.

With the pervasiveness of electronically stored information, a new
paradigm of providing data privacy protections has emerged. Clients
are asking their lawyers to produce the firm’s written comprehensive
IT Risk management plan in accordance with the clients’ applicable

DataGuardZ.com



How can
DataGuardZ help
you control the
potential risks that
threat your client’s
confidential data?

DataGuardZ Core
Competencies

regulatory compliance requirements. Law firms have clients who
must comply with regulations like the Gramm-Leach-Bliley Act, the
Health Insurance Portability and Accountability Act, the Sarbanes-
Oxley Act, and the Payment Card Industry Data Security Standards,
to name a few. When protected data is transferred to the law firm by
the client, the law firm must also comply with these regulations and
provide adequate safeguards.

DataguardZ provides services which help Law Firms comply with
Model Rules requirements by assessing the existence

and/or effectiveness of controls required by the regulators.

Our competent staff will provide a report focusing on the
non-compliance with the Model Rules, we then suggest a cost
effective action plan which would mitigate risks while also satisfying
the regulators by demonstrating management’s goodwill and due
diligence in managing IT risk. Furthermore, since we are independent
of the company, our services may allow the regulatory agency and
external auditors to rely on the results of our procedures to reduce
the amount and extent of their evaluation procedures.

The extensive experience of our partners and personnel with internal
control related services uniquely positions our firm to provide
effective IT Risk Management services. This experience allows us to
provide logical solutions to issues encountered and as a result, may
reduce the overall compliance effort for our clients.

Our team of professionals are technology, legal, security and IS

audit experts who have earned multiple advanced degrees and
certifications including J.D. (Juris Doctorate), M.B.A. (Master of
Business Administration), ISO 27001:2005 Lead Auditor, CFE
(Certified Fraud Examiner), CISSP (Certified Information Systems
Security Professional), SSCP (System Security Certified Professional),
CISA (Certified Information Systems Auditor), CISM (Certified
Information Security Manager), CRISC (Certified in Risk and
Information Security Control), ABCP (Associate Business Continuity
Planner), CCSA (Check Point Certified Security Administrator), CCNP
(Cisco Certified Network Professional), Microsoft Certified Systems
Engineer (MCSE), Microsoft Certified Database Administrator
(MCDBA), Microsoft Certified Technology Specialist (MCTS), VCP
(VMware Certified Professional) 3, 4, and 5.
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